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PykoBoACTBO MO yCTaHOBKE

Granulex Recovery ans AnbT JlomeH v1.2.0
MocnegHee obHoBAEeHWE: ceHTAOPL 2025

BeeaeHue

Hactoawmn fokyMeHT SBASETCA PYKOBOACTBOM MO YCTaHOBKE MporpamMmHoro obecneuyeHuns Granulex
Recovery, cosepxunTt nepeueHb MWHWMaJbHBIX CUCTEMHbIX TPEOOBaHWA, OnMMcaHWe mpouecca YCTaHOBKW U

nepBOHaYabHOM HaCTPOWKMW.

MNoarotoBka K yCcTaHOBKeE

[na KOppPeKTHOWM yCTaHOBKMW, HAcTpPonkn u paboTtbl npogykta Granulex Recovery Heobxoanmo obecneumntb

COOTBETCTBNE CNCTEMHbBIM Tpe6OBaHI/1F|M.

CucteMHble TpeboBaHWS

Ans yctaHoBkM npoaykta Granulex Recovery TpebyeTcs cepBep C COOTBETCTBYHOLUMMM annapaTHbIMU U

nporpaMmMHbIMUN XapakKTepnCctnkamu.

BAXXHO! Cepsep Granulex Recovery, KOMMbrOTEP K Yy4yeTHas 3anuWcb MNoJsb30BaTens (ornepaTtopa)

JONKHbI BXOAUTb B COCTaB JloMeHa AnbT JlomMeH.

TpeboBaHWs K annapaTHOMY obecneyeHuto

MuHMManbHble TpeboBaHWsA, NpeabsBAsieMble K annapaTHOMYy obecneyeHUto cepBepa, Ha KOTOpPbIU

yCTaHaBAnBaeTcs npoaykT Granulex Recovery:

HanmeHoBaHue 3HaueHune
ApxutekTypa x64
Konanuectso agep 4

O6bem onepatrBHoW namaTu (RAM) 4T6
Ob61beM XecTKoro Auncka 20T6

TpeboBaHua K NporpaMMHOMY obecneyeHnto

KoppekTHas ycTaHoBKa ¥ paboTta npogykta Granulex Recovery obecneuviBaetcs Npv MCMONb30BaHWM

caefyrowmnx nporpaMMHbIX KOMMNOHEHTOB!

HanmeHoBaHue 3HaueHue

OoC "OC AnbT Cepep” Bepcumn 10.2 nau BbiLe

Beb-6pay3ep Mozilla Firefox Bepcumn 128 nan Boiwe
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HanmeHoBaHue 3HaueHue

Cny>x6bl kaTanora LDAP Anbt JomeH

[NpaBa gocTyna v NOJIHOMOYMS
Heo6xop,|/1|v|b|e npaBa AOCTynNa 1 NOJIHOMOYKA ANA YCTaHOBKK MPOAYKTa
MNpaBa focTyna Ha cepsepe

[nsa yctaHoBkmn npoaykta Granulex Recovery HEOBXOAMMO 3aiTU Ha CepBep C JOMEHHOW YYETHOM 3amnmnchbio.
JTa yyeTHas 3anucb AoaKHa obaajaTb NpaBaMuy Ha MCMOJIb30BaHMe A1 3arycka KOMaHZ, npwv ycTaHOBKe
naketa Granulex Recovery. O3HaKOMUTbCS C MHCTPYKLMEN MO HAaCcTPOMKe Npas AOCTyna yepes MO>HO MO

cnepyroLent Ccblake:

lNpaBa goctyna B katanore Anbt JlomeH

BHUMAHME! [JomeHHas y4éTHaa 3anncb agMUHUCTPaTOPa JOJKHA BXOAUTb B rpynny Administrators

“ MMeTb sudo NpaBa Ha KOHTPOJIIePe JOMEHA U K/IMEHTE.

B npouecce nepBoHayasbHON YCTaHOBKM MPOAYKTa UM €ro NoJsHOW nepeyctaHoBKM B KaTanore AnbT JJomeH
co34atoTcs Heobxoanmble cnyxkebHble 06bekTbl. [l KOPPEKTHOro CO3AaHWA 3TUX OOBEKTOB MacTep
YCTaHOBKM 3anpaluvBaeT MMs 1 NapoJb agMUHUCTPaTopa AoMeHa AnbT [loMeH (YYETHYHO 3annch, BXOASLLYHO B

rpynny Domain Admins).

MNpuMedaHve: 3anpaluvBaeMble YYETHblE JaHHbIE WCMOJb3YHOTCS TOJIBKO B MOMEHT YCTaHOBKMU
NPoAyKTa, TOJIbKO /151 BbIMOJHEHUS oOMepauuii Co3fjaHus OOBEKTOB. ITW JaHHble HUrge He

COXpPaHAKTCA U B AaaneVlLueM HE NCNOAb3YHOTCA.

Y6eauntecb, UTO MO/Ib30OBaTENb, YCTaHABAMBANOLWMIA MPOAYKT, 0bnajsaeT HeoOXOAWMBIMKM U AOCTAaTOYHBLIMU

npaBaMy B KaTasore Ha BbINOJIHEHMNE onepau,w7| CO34aHKnA 06beKTOB:

HauvmeHoBaHue ob6bekTa Tun HasHaueHue

Cny>ebHbln nonb3oBaTesb AN CO3haHnsA
granulex_backup_svc MNMosnb3oBaTeNb  aBTOMaTUUECKUX pe3epBHbIX konui LDAP-

KaTaaora no pacnmncaHuto.

Cny>ebHas rpynna, B KOTOPYH BXOAUT

cny>xebHbIVi nonb3oBaTesb

granulex_backup_svc. cnonb3yetcsa ans
granulex_backup Mpynna

Ha3HauYeHUs HeobXoAMMBIX MpPaB AOCTyna

K 06bekTam Katasora AaHHOMY

cny>xebHOMy noab3oBaTento.

Cnyx6a HTTP. Ncnonb3yetca cepeepom

Apache2 ans Kerberos-ayteHTndukaumm
HTTP/server.example.com@EXAMPLE.COM  Cnyxba

NOAK/IOUAOLMXCA K HEMY KOHEYHbIX

noJsib30oBaTeseln NPoayKTa.
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HaumeHoBaHMe obbekTa Tvn HasHaueHue

CnyxxebHas rpynna Ans onepatopos

granulex_backup_operators Mpynna
pe3epBHOIO KOMMPOBaHUS.
MpuvmMeyaHue: Vima cayxxebHoro nonb3oBaTens , UMA cny>kebHoM rpynnbl
7z nms rpynmnbl onepaTopos pe3epBHOTO KOMMpOBaHWs

MOryT ObITb 3aZaHbl BO BpPeMsA YCTaHOBKWM npogykTa. [MpuBeséHHble

3Ha4YeHnA ABNAKOTCA 3HAYEHUAMU MO YMOAYAHUIO.

Heobxoanmbie npaBa JOCTyna 1 NOAHOMOYMA AN PaboTbl C MPOAYKTOM

B Ta6J'II/ILI|e HVXEe npuBeAEHbI onepaunn 4teHuna un 3arnumcu, HeO6XOAI/IMbIe ANnA BbINOJIHEHNA OCHOBHbIX

onepauui Granulex Recovery:

HaumeHoBaHue onepauuu AewicTtBue

Pe3epBHOe KonvpoBaHue YteHune n3 katanora LDAP, 3annce gaHHbIX Ha AncK
CpaBHeHue YTeHune AaHHbIX C Ancka n n3 katanora LDAP
BocctaHoBneHMe YTeHune AaHHbIX C ANCKa W1 3anucb B kaTtanor LDAP

[na KOppPeKTHOro BbINONHEHWA AaHHbIX onepaunin B npogykTte Granulex Recovery peanvsoBaH mMexaHW3M
pasrpaHuyeHns npas AOCTyrna Ha OCHOBe YJ/eHCTBa B rpynnax AnbT JJomeH. Y6eamTech, UTO YUYETHbIE 3anmcK

KOHEUHbIX MO/ib30BaTeNemn NnpoAyKTa ABNAKOTCA YneHaMW COOTBETCTBYHOLLMX rpynr:

Onepauus HanmeHoBaHue rpynnbi

. Domain Admins nan
Co3gaHune pe3epBHbIX KOMWI KaTajaora Bpy4YHyH
granulex_backup_operators

. Domain Admins wan
CpaBHeHVe pe3epBHOM KOMWM C KaTaiorom
granulex_backup_operators

BoccTaHoB/IEHNE O6BEKTOB 1 aTPUBYTOB B KaTanore Domain Admins

Co3gaHune pe3epBHbIX KOMWI KaTaaora aBToMaTMyecku, no
granulex_backup
pacnucaHuto

[MonyyeHne yCTaHOBOYHOIO naketa

YcTaHOBOUHbIM NakeT nporpaMMHoOro npogykra Granulex Recovery focTyneH Ans cKkauuMBaHUs Ha canTte

https://granulex.ru.

MNonyyeHne danna NMLEH3NOHHOIO KtOYa

MporpammHoe obecneueHne Granulex Recovery sBasetcs KoMMepuyeckor paspabotkon OO0 «M/J
NHdopmaumoHHble CuUCTeMbl», PacrnpoCTPaHAETCs Ha YCNOBUAX JIMLEH3MOHHOIO cornalleHus u Tpebyet

HaAMuMA N yCTaHOBKM daiina AeNCTBYHOLLETO JIMLLEH3UOHHOIO Ktoua (fanee «JInueHsns»).
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Ans nonyyeHns darina MMLEH3MOHHOTO KtoYa 06paTUTeCh K MPeACTaBUTENO OTAeNa NPOoAaXK KoMnaHum «M/,
NHdopmaymoHHble CucTeMbl» UAM KOMMaHUM-napTHépa. Heobxoaumble KOHTaKTHblE JaHHblE ANS CBA3M
yKa3aHbl Ha cauTe https://granulex.ru.

YcTtaHoBKa npojykTa
YcTtaHoBKka cepBepa Granulex Recovery

TpeboBaHua nepes HayaiOM YCTaHOBKM

* YbeaunTech, YTO KOMMbIOTEP ABASETCA YJ€HOM AOMEHA (YCTaHOB/IEH AOMEHHBbIN KANEHT)
* 3aranTe Nog y4eTHOW 3anmncbio JOMEHHOTO NOJIb30BaTeNst C HEOOXOAMMbIMY NpaBaMu
® CUHXpOHU3MpYyMnTEe Bpems. [1n15 3TOro MOXHO MUCMOAb30BaTb KOMaHAY:

(nnn nro6oM Apyron cepBep BPEMEHN)

BHVMAHWE! KomnbroTep f0/1KeH BXOANTb B COCTaB gOMeHa!

YcTaHOBKa HEOOXOANMbIX MaKeToOB

ﬂ'ﬂﬂ YCTaHOBKMW MakeTa Granulex Recovery BbIMONHUTE Caejyrouine Ael‘/’lCTBI/IﬂZ

1 O6bHOBUTE a3y peno3nTopma NakeToB NPV NOMOLLM KOMaHAbI:

$ sudo apt-get update

2 YctaHoBUTe nakeT Be6-cepeepa Apache2 1 gonosHuTeNbHbIE MOAYNN:

$ sudo apt-get install -y apache2 apache2-cgi-bin apache2-mod auth gssapi apache2-
mod_wsgi-py3

[na npoBepku ycTaHOBAEHHOM Bepcum NakeTa apache2 BoCnonb3yntecb KOMaHAOM:

$ /usr/sbin/apachectl -v

BbiBOA KOMaHAbI:

$ /usr/sbin/apachectl -v
Server version: Apache/2.4.63 (Unix)
Server built: Feb 6 2025 07:05:29

3 YcraHoBWTE Ciegytowme 6UbANOTEKM U YTUANTBI:
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$ sudo apt-get install -y dialog openssh-server sshpass libsasl2-devel libkrb5-
devel libmemcached

3aI'IyCK nporpamMmbl YCTaHOBKU MPOAYKTa

ﬂ'ﬂﬂ YCTaHOBKMW MakeTa HeO6XOAI/IMO I'IepeVITI/I B ANPEKTOPUHO C COXPaHEHHbIM q>a|7|n0|v| N BbIMONHNTb KOMaHAY:

$ sudo apt-get install granulex-recovery-samba-x.X.x-xxx-altl.x86_64.rpm

[Janee cnepyinte MHCTPYKUMAM MacTepa YCTaHOBKM.

Macrep ycTaHOBKM

MNepes HavanoMm yCTaHOBKW HEOOXOAMMO O3HAaKOMMUTLCA C NNLEH3MOHHbIM COrfalleHneM C KOHEeYHbIM
nonb3oBartenem. HaBurauma no JOKYMEHTY OCyLLecTBAAeTCA ¢ NOMOLLbI0 KHonok "PageUp"/"PageDown".
MNMocne NPUHATMA NMLIEH3VOHHOIO cornaleHnsa 6yaeT OcCylecTBNeH Nepexoj K MepBOMYy Lary macrepa
YyCTaHOBKM.

War 1

Heobxoanmo BBECTV UMS YUETHOW 3anucu agMuHucTpatopa AnbT [lomeH.
[War 1 n3 5] AyteHTndMKaLuma

Moxkanylicta, BBEAMTE MMs YUYETHOM 3anncy agMuHUcTpaTopa AnbT [JoMeH. 3Ta yuéTHas 3anucb byaet
Mcnosb3oBaHa TONbKO B NMpoLecce Tekyllenh ycTaHoBKM npoaykTta n HE byaeT coxpaHeHa rae-nnbo ansa
AaNbHeKrLero NpuMeHeHus.

Mmsa yuétHom 3anmcy agmMuHucTpaTopa AnbT JJomMe:
LWar 2

Heobxoanmo BBeCTM Napo/b y4ETHON 3anncy agMuHucTpaTopa AnbT Jome.
[War 2 n3 5] AyteHTudurkaums

Maponb y4ETHOWM 3anncK agMuHUcTpaTopa AnbT JJOMeH:
LWar 3

Heobxoanmo 3azaTb NnapameTpbl AN5 JOCTYNa K JOMEHHOMY KOHTPOAEpY.
[War 3 n3 5] loMEeHHbIA KOHTPOAAEP
Moxanyincta, 3aganite napameTpbl AN JOCTyna K AOMEHHOMY KOHTpoanepy. [loctyn Heobxoauwm,

yTobbI CHOopMMpOBaTh keytab-dannbl ana aBTopm3aumm.
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Ip-agpec:
LLar 4

Heobxoanmo BBecTn napameTpbl npogykTa Granulex Recovery.
[War 4 u3 5] NapameTpbl Granulex Recovery
Mo>xanyicrta, BBeAUTE NapameTpbl npoaykTta Granulex Recovery.

MyTb K Nanke pe3epBHbIX KOMWA: ____
Wwms rpynnbl onepatopos:

Nwms cnyxxebHoro nonbsoBatens:
Wmsa cny>kebHon rpynnbl

Aapec granulex agent: http://0.0.0.0:8009 *

[na onepauun BOCCTaHOBAEHWS YAaNEHHbIX OOBEKTOB KaTanora Ttpebyerca npejBapuTenbHas
yCTaHOBKa KOMMOHeHTa granulex-agent (ycTaHaBaMBaeTca OTAENbHO) Ha OAWH W3 KOHTPOJ/NEPOB
AOMeHa. YKaxuTe agpec, No KOTOPOMy areHT byaeT foctyneH ¢ cepBepa Granulex Recovery.

* OBPATUTE BHUMAHWE! Mpwn yctaHoBKe areHTy Ha3HavaeTca nopt 8009 (3HayeHWe Mo yMOAYaHWIo),
no KOTOpoMy OH byaeT gocTyneH ¢ cepeepa Granulex Recovery. Bbl MOXeTe U3MeHWTb 3HauYeHWe nopTa
B KOHPUrypaumMoHHOM daiine areHTa nocne ero ycTaHOBKW. Yb6eautecb, UYTO yKasaHHbI BaMu MopT

AocTyneH ¢ cepBepa Granulex Recovery.

JlocTynHOCTb MOpTa MOXHO NPOBEPUTL CeAyHOLLLEN KOMaHAOW:

Lar 5

Heobxoanmo Hactpoutb HTTP-cepBep Apache?2.
[War 5 n3 5] Hactpotika HTTP-cepBepa Apache2

Granulex Recovery Tpebyet Hannumsa HTTP-cepeepa Apache2. MNoxanyiicTa, 3agante napameTpbl aas
KoHPurypuposaHusa HTTP-cepsepa.

Nmsa yuétHon 3anucm:
Wmsa rpynnbl:

MNMopt HTTP-cepBepa: _____
MNyTb K Nanke c noramu: _____
MNanka 3anycka:

YuéTtHas 3anucb cepsuca:

[NoarotoBka NpoaykTa K pabote
Hactponka Kerberos-ayteHtndukaumnm B 6paysepe

Pabota ¢ npogyktom Granulex Recovery ocyuiectasetca n3 rpadpmueckoro nHTepderica, KOToOpbIN AOCTYMNeH

13 NHTepHeT-bpay3epa Mozilla Firefox.

Mepes Hauyanom paboTel HeobxoaMMO HacTpouTb Kerberos-ayteHTudMKaunio nons3osatens B 6paysepe. Jns

3TOro BbINOAHUTE Caeayrolime waru:
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1. B agpecHol cTpoke 6paysepa BBegute: «about:config»
2. B cTpoke nowucka BBeauTe «negotiate»
3.B  OTKpbIBWEMCH CMMCKE MapaMeTpoB B MOAAX
7 BBEAMTE 4epe3 3anATyt0 3HAYEeHUs: ,

4. CoxpaHunTe HacTPOWKMK, HaxkaB raaouky cripaBa OT CTPOKM

&« C @ Firefox  about:config mmm———0ro 1] < @ 9 =
negotiate  emm—— 2 [] NokaskiBaTs TONLKO UMeHEHHbIE NapaMeTphi

network.negotiate-auth.allow-non-fadn false

network.negotiate-auth.allow-proxies 3 true

network.negotiate-auth.delegation-uris / \ http://, https://
network.negotiate-auth.gsslib / \
I http://, https://]

network.negotiate-auth trusted-uris

E-

5

L/

O < BRI
5

network.negotiate-auth.using-native-gsslib true

Bxoa B Granulex Recovery

[ns Bxopa B Granulex Recovery BbINosHWTe caeAytolume AeNCTBUS:

1. Y6eautech, UTO Bbl BOLIM B CUCTEMY C JOMEHHON YYETHOM 3anucbio (ayTeHTMOULMPOBaHbI B Cyxbe
kaTtanoroB AnbT [lomeH)

2. OTkpovite 6pay3ep Mozilla Firefox

3. B agpecHou cTpoke H6pay3epa BBeAMTE ajpec cepBepa, Ha KOTOpbIN Hbla ycTaHOBAEeH NpoaykT Granulex
Recovery (npumep: http.//serverl.granulex.test/)

4. Ecnv ycTaHOBKa NpogykTa WM MnepBOHava/sbHas HacTpoMka MpoBejeHa YCMeLHO, OTKPOeTca rnaBHas

cTpaHuua Granulex Recovery

Granulex

PesepBHoOe KonupoBaHue

BoccraHosneHue

HokymeHTauus

YcTaHoBKa danna IMLEH3NOHHOTO Katoua

[ns yctaHOBKM daiina NMMLEH3MOHHOTO K/AtoYa BbIMOJAHUTE Cefytolme AeiCTBUs:
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1. B rpaduueckom uHTepderice NpogykTa OTKPOMTE MEHK HAcTpoek U Bbibepute UHdpopmauma o
JINLLEH3UN

2. B oTKpbIBLLEMCA OKHe HaXXmuTe KHOMKy O6HOBUTbL nLeH3uto. OTKPOEeTCA CUCTEMHbBIV AManor nouncka
1 Bblbopa danna

3. Bbibepute nanky, B KOTOpow HaxoauTcs dann anueHsum (lic), Bbibepute dann n Haxmmnte OTKPbITb.
JNlvueH3na ByaeT 3arpyxeHa Ha cepsep

4. Ecav npoBepKa ANLLeH3MN 1 ee yCTaHOBKa MpOoLUaa YCneLHo, NpoayKT rotos kK paboTe

YcTaHoBKa areHTa granulex-agent

Ans onepauun BOCCTaHOBAEHMS YAanéHHbIX OOBEKTOB KaTanora Tpebyetcs npejBapuTesbHas YCTaHOBKA
KOMMOHeHTa granulex-agent Ha OAWH 13 KOHTPOANEPOB JOMEHa.
KomnoHeHT granulex-agent BxoaunT B apxmB granulex-recovery-samba.

ﬂ,ﬂf—l YCTaHOBKWM MakeTa HEO6XOAI/IMO nepeﬁTM B ANPEKTOPUNHO C COXPaHEHHbIM q)al7|]10M N BbIMONHUTb KOMaHAY:

$ sudo apt-get install granulex-agent-samba-x.x.x-xxx-altl.x86_64.rpm

MpoBepka cepsuca granulex-agent

[ns nposepkm cepBuca granulex-agent Heo6xo4MMO BOCNONb30BaTbCA KOMAHZOW:

$ sudo systemctl status granulex-agent.service

MpoBepka JOCTYNHOCTU cepBuca granulex-agent ¢ cepsepa Granulex Recovery

[ns npoBepkun JOCTYNHOCTM cepBuca granulex-agent ¢ cepepa Granulex Recovery BOCcnonb3ynTecb OAHUM 13
CNocoboB, ONUCAHHbIX HUXE.

1. B agpecHoi cTpoke bpay3epa HeobxoaMMO HabpaTb ajgpec KOHTpo//iepa AOMeHa C 0bs3aTenbHbIM
yka3zaHuem nopta 8009. [Npumep:

Mpw nonoxutenbHOM OTBeTe ByAeT OTKpbITa CTpaHuMLa ¢ 3aronoBkom “Granulex agent for recovery".

2. B TepmuHane HabpaTb KOMaHAy:

$ curl -s -o /dev/null -w "HTTP Status: %{http code}"
http://dcl.alt.tst:8009

lne BMecTO HeobX0AMMO BBECTU afpec HYXXHOIO KOHTpoJlepa JOMEHa.
Mpwn nonoxutensHom oTeeTe byaet Hagnuck: "HTTP Status: 200"

N3meHeHre nopTa cepBuca granulex-agent
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1. Ans TOro, 4TO6bI M3MEHUTb NMOPT cepBuca granulex-agent HeobxoAMMO OTpesakTUpoBaTb alibl

KOHPUrypaLmm Ha KOHTPOJIEPE LOMEH], a Takxe Ha cepsepe Granulex Recovery.

o [lytb K banny KoHbUrypaumm Ha KoHmpoJinepe domeHa:
(no ymonuaHuto "PORT = 8009")
© [lyTb K dpanny KoHOUrypaumm Ha cepgepe Granulex Recovery:
(no ymonuanumio "dc_agent_url = http://0.0.0.0:8009")

2. Mocne BHeceHMA M3MeEHEHUN HeO6XOAI/IMO nepesanyctntb cepBuc. ﬂ,flﬂ 3TOro OTKpOIZTe TepMUHaN Ha

KOHTpOJINEpPEe JOMEHa U BBEAUTE C/efytolne KOMaHAbI:

$ sudo systemctl stop granulex-agent.service
$ sudo systemctl start granulex-agent.service

3. lns NnpoBepKu cTaTyca cepBrca HEOHXOAUMO BOCMO/b30BATLC KOMaHAOM:

$ sudo systemctl status granulex-agent.service

O6HoBeHME NpoayKTa
[nsa obHoBNeHWs nakeTa HeOOXOAMMO MepenTV B AUPEKTOPUIO C COXPaHEHHbIM (aioM W BbINOAHUTb

KOMaHay:

$ sudo apt-get granulex-recovery-samba-X.X.X-xxx-altl.x86 64.rpm

[Janee cnepyinte MHCTPYKLUMAM MacTepa YCTaHOBKM.
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